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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6








Part - A 




Max.Marks:20
Answer all QUESTIONS

	
	
	BCLL
	CO(s)
	Marks

	1
	What is meant by "gray areas" in security?
	L1
	CO1
	[2M]

	2
	Why is physical penetration testing important for organizational security?
	L2
	CO2
	[2M]

	3
	What is Meterpreter in Metasploit?
	L1
	CO3
	[2M]

	4
	Write about buffer over flow exploit.
	L1
	CO4
	[2M]

	5
	Mention two common types of injection vulnerabilities.
	L1
	CO5
	[2M]

	6
	What is the purpose of tools like mangleme in finding browser-based vulnerabilities?
	L2
	CO6
	[2M]

	7
	Define a social engineering attack.
	L2
	CO1
	[2M]

	8
	Which phase of penetration testing involves active testing?
	L1
	CO3
	[2M]

	9
	What is Cross-Site Scripting (XSS)?
	L1
	CO6
	[2M]

	10
	List some tools commonly used for preparing and conducting insider attacks.
	L1
	CO2
	[2M]








Part – B 




Max.Marks:50
ANSWER ANY FIVE QUESTIONS. EACH QUESTION CARRIES 10 MARKS.
	
	 
	
	BCLL
	CO(s)
	Marks

	11.
	a)
	How can ethical hackers use insights into an attacker’s perspective to simulate realistic threats during penetration testing?
	L2
	CO1
	[5M]

	
	b)
	Discuss the role of trust and manipulation in the success of social engineering attacks. 
	L3
	CO1
	[5M]

	
	
	
	
	
	

	12.
	a)
	Describe the key steps involved in conducting a physical penetration test and the importance of each step.
	L2
	CO2
	[5M]

	
	b)
	What are the best practices for monitoring and detecting potential insider threats within an organization? 
	L2
	CO2
	[5M]

	
	
	
	
	
	

	13.
	a)
	Explain the Big picture of metasploit.
	L3
	CO3
	[5M]

	
	b)
	Discuss the “hashdump” command in Meterpreter. How is it used to extract password hashes?
	L3
	CO3
	[5M]

	
	
	
	
	
	

	14.
	a)
	Compare and contrast the various types of penetration tests 
	L4
	CO4
	[5M]

	
	b)
	Analyze the statement "Steady is fast" in the context of penetration testing. 
	L4
	CO4
	[5M]

	
	
	
	
	
	

	15.
	a)
	Analyze the role of SQL injection vulnerabilities in compromising web applications. 
	L3
	CO5
	[5M]

	
	b)
	How does reverse engineering contribute to understanding and mitigating vulnerabilities?
	L4
	CO5
	[5M]

	
	
	
	
	
	

	16.
	a)
	Discuss the implications for targeted attacks and provide real-world scenarios to support your analysis.
	L2
	CO6
	[5M]

	
	b)
	Highlight how client-side exploits have evolved over time and their relevance in the current threat landscape.
	L2
	CO6
	[5M]

	
	
	
	
	
	

	17.
	a)
	How can employees and security personnel prepare themselves to identify and defend against face-to-face attacks?
	L3
	CO1
	[4M]

	
	b)
	Compare and contrast the effectiveness of manned vs. unmanned checkpoints in securing a facility. 
	L4
	CO2
	[3M]

	
	c)
	Elaborate the ethical considerations of using Metasploit?
	L2
	CO3
	[3M]

	
	
	
	
	
	

	18.
	a)
	Explain bypassing windows memory protections. 
	L2
	CO4
	[4M]

	
	b)
	Discuss the any two web application security vulnerabilities identified by the OWASP Top Ten.
	L2
	CO5
	[3M]

	
	c)
	Why are client-side vulnerabilities particularly interesting to attackers? 
	L2
	CO6
	[3M]
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